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ABSTRACT

The rapid advancement of generative
artificial intelligence has enabled the
creation of highly realistic synthetic
images, raising serious concerns about
misinformation, digital forgery, and trust in
visual —~media. Al-generated  images
produced by GANs and diffusion models
are increasingly difficult to distinguish
from real images using human perception
alone. This project proposes a robust
system for detecting Al-generated images
using Convolutional Neural Networks
(CNNs) combined with Explainable Al
(XAI) techniques. The CNN model learns
discriminative visual features such as
texture inconsistencies, frequency artifacts,
and  color  distribution  anomalies.
Preprocessing techniques enhance image
quality and normalize data for efficient
learning. The trained model classifies
images as real or Al-generated with high
accuracy. To  ensure

transparency,

Explainable AI methods such as Grad-
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CAM and LIME are applied to interpret the
CNN'’s decisions. These explanations
highlight regions of the image that
influenced  classification results. The
system improves trust and accountability in
Al-based detection systems. It assists
forensic  analysts,  journalists,  and
cybersecurity professionals in verifying
image  authenticity.  Performance is
evaluated using accuracy, precision, recall,
and Fl-score. The proposed solution
provides an effective, interpretable, and

scalable approach to combating synthetic

media threats.
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INTRODUCTION

With the emergence of generative models
such as GANs and diffusion-based

architectures, synthetic images have
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become increasingly realistic. These
images are widely used in creative
industries but also pose threats in
misinformation, identity fraud, and digital
manipulation. Traditional image forensics
techniques struggle to detect such content
due to the sophistication of generative
models. Artificial Intelligence provides
powerful tools to analyze complex visual
patterns  beyond human perception.
Convolutional Neural Networks (CNNs)
have proven highly effective in image
classification tasks. CNNs automatically
learn hierarchical features such as edges,
textures, and spatial inconsistencies.
However, deep learning models often
operate as black boxes, limiting trust and
adoption. Explainable Al (XAI) addresses
this challenge by providing interpretable
insights into model decisions. XAl
methods help understand which regions of
an 1mage influence predictions. This
transparency 1is essential in sensitive
domains like forensics and media
CNN-based
detection with XAI enhances both

verification. ~ Combining
performance and trustworthiness. The
system enables automated, accurate, and
interpretable detection of Al-generated
images. It supports digital forensics and
content moderation. FEthical concerns
related to misuse of Al-generated media
necessitate such solutions. This project

aims to develop an intelligent detection
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system with explainability at its core.
LITERATURE SURVEY

Early image forgery detection relied on
handcrafted features such as noise
inconsistencies and compression artifacts.
Traditional methods were effective for
simple manipulations but failed against
advanced  generative  models.  The
introduction of GANs significantly
increased the realism of synthetic images.
Researchers began using machine learning
techniques like SVM and Random Forest
with  handcrafted  features.  These
approaches had limited generalization
across different generative models. Deep
learning-based methods using CNNs
demonstrated superior performance in
detecting Al-generated images. Studies
revealed that CNNs could learn subtle
artifacts  introduced  during image
synthesis. Transfer learning with pre-
trained networks improved detection
accuracy with limited datasets. Frequency-
domain analysis has been combined with
CNNs to detect generative fingerprints.
Explainable Al techniques such as Grad-
CAM have been applied to visualize CNN
attention. Research  emphasizes the
importance of interpretability in forensic
applications. LIME and SHAP provide
local explanations for classification

decisions. Hybrid approaches combining

spatial and frequency features enhance
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robustness.  Cross-dataset  evaluation
remains a challenge due to rapidly evolving
generative models. Recent studies focus on
generalization against unseen generators.
Ethical and legal considerations drive
demand for transparent Al solutions. This
project builds on CNN-based detection

enhanced with XAI techniques.
EXISTING SYSTEM

Existing systems for detecting fake images
primarily use traditional image forensic
techniques. These methods rely on
statistical features, compression artifacts,
and noise analysis. Handcrafted feature-
based approaches lack robustness against
modern Al-generated images. Rule-based
detection systems fail to adapt to new
generative models. Some machine learning
approaches use shallow classifiers with
limited feature representation. Deep
learning models are used but often treated
as black boxes. Lack of interpretability
reduces trust in automated decisions.
Existing systems struggle to generalize
across different GAN architectures.
Detection accuracy decreases for high-
resolution and post-processed images.
Many systems require large labeled
datasets for training. Real-time detection
capabilities are limited. Visualization of
decision-making is rarely provided. False
positives affect real image classification.

Existing tools are not user-friendly for
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forensic experts. Integration with content

moderation  platforms  is  limited.
Adaptability to emerging diffusion models
is weak. Security against adversarial
attacks is minimal. Overall, current systems
lack  transparency, robustness, and

scalability.
PROPOSED SYSTEM

The proposed system uses a CNN-based
deep learning model to detect Al-generated
images accurately. Input images undergo
preprocessing such as resizing,
normalization, and noise filtering. The
CNN architecture extracts hierarchical
spatial features indicative of synthetic
content. The model is trained on a diverse
dataset containing real and Al-generated
images. Binary classification is performed
to label images as real or fake. Transfer
learning improves generalization and
training efficiency. To address
transparency, Explainable Al techniques
are integrated into the system. Grad-CAM
visualizes heatmaps highlighting influential
image regions. LIME provides local
explanations for individual predictions.
These explanations help users understand
model decisions. The system supports high-
resolution image analysis. Performance
metrics are continuously monitored.
Adaptive learning allows model updates for

new generative techniques. Visualization

dashboards  display predictions and
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explanations. The system is scalable and interpretation.  Analyze misclassified
deployable on cloud platforms. Ethical and samples to refine the model. Implement
privacy considerations are enforced. The frequency-domain analysis if needed.
solution provides an interpretable and Test  robustness  against image
reliable detection framework. compression and resizing. Deploy the

model using cloud or edge platforms.
SYSTEM ARCHITECTURE

Build a user interface for uploading and

analyzing images. Enable batch and
real-time detection modes. Log
predictions and explanations for
auditing. Update the model with new

synthetic data. Ensure ethical usage and

transparency compliance.

Fig.1 System Architecture
METHODOLOGY DESCRIPTION RESULTS & DISCUSSION:

Collect datasets of real images and Al-
generated images from multiple
sources. Preprocess images through
resizing, normalization, and
augmentation. Split the dataset into

training, validation, and testing sets.

Design a CNN architecture or use pre-

trained models such as ResNet or VGGQG. Fi g.2 Loss Value Page

Train the CNN using labeled image

data. Optimize training using Adam
optimizer and cross-entropy loss.
Validate model performance using
validation data. Evaluate classification
accuracy, precision, recall, and F1-
score. Integrate Grad-CAM to generate
attention heatmaps. Apply LIME for

instance-level explanation. Visualize

Fig.3 Detection Page

explainability outputs for forensic
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Fig.4 Results Page

CONCLUSION & FUTURE
ENHANCEMENT

The proliferation of Al-generated images
presents a significant challenge to digital
trust and authenticity. This project
demonstrates the effectiveness of CNN-
based models in detecting synthetic images.
By integrating Explainable Al techniques,
the system provides transparency and
interpretability. The approach enhances
trust in automated detection systems.
Visualization of attention regions aids
forensic analysis and verification. The
system achieves high detection accuracy
across diverse datasets. It reduces reliance
on manual inspection. The solution
supports  scalability and  real-time
deployment. Ethical concerns are addressed
through transparency. Future work includes
improving  generalization to unseen
generative models. Integration  with
frequency-based and transformer models

can enhance robustness. Adversarial

defense mechanisms can strengthen
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security. Cross-modal detection for videos
and audio can be explored. Federated
learning can preserve data privacy.
Deployment on social media platforms can
aid content moderation. Automated dataset
updates will maintain effectiveness. Further
research can explore explainability metrics.
The system contributes to responsible Al
deployment. Overall, the proposed
framework offers a reliable and
interpretable solution for detecting Al-

generated images.
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